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Abstract

We present Mohabi—a modern Firefox browser with a
securely sandboxed JavaScript engine. Mohabi leverages
software-based fault isolation (SFI) to ensure JavaScript en-
gine bugs cannot affect the rest of the browser. To achieve
this, we disaggregated the JavaScript engine (SpiderMonkey)
from the rest of the browser, and developed techniques that
leverage the type system and automatic code generation to
make this complex transformation—that spans numerous data
structures and deeply intertwined control flow across tens of
thousands of functions—safe and tractable with reasonable
engineering effort.

We then sandboxed SpiderMonkey using an optimized SFI
toolchain we developed to meet the unique challenges of
JavaScript engines, such as efficient support for large memory
footprints. Mohabi only incurs modest overheads on com-
mon benchmarks—24.82% on JetStream and 24.43% on
Speedometer. Mohabi is the most ambitious case study in
retrofitting in-process sandboxing in a large system to date,
and our x86-64 SFI toolchain is the fastest to date, imposing
overheads between 5.9%—6.6% in SPEC 2017.

1 Introduction

Modern JavaScript engines are a seemingly inexhaustible
source of critical memory-safety vulnerabilities [73]. In the
past decade, these have become a major vector for in-the-wild
attacks on browsers [58,90,130]. This problem is fundamental
to the design of modern JavaScript engines, and there are
several reasons for this.

First, production JavaScript engines like SpiderMonkey, V8
and JavaScriptCore rely on an intricate system of code genera-
tion and execution engines including interpreters, just-in-time
compilers, and profile-based code optimizers. JavaScript en-
gines dynamically juggle these different engines to achieve an
optimal balance of startup latency and efficiency. This makes
them incredibly complex (§2).

Next, their inputs—JavaScript, WebAssembly, and various
Web APIs—are quite complex; as a result, the compiler and
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optimization stages have a very large attack surface. Further,
this attack surface is not static, and continues to change and
grow as Web standards evolve.

The final and perhaps most damning element that makes
this situation intractable is that memory safety bugs in
JavaScript engines are often not directly in the compilers or
interpreters, but rather in runtime-generated code. For exam-
ple, while JavaScript requires all array accesses to be bounds
checked, JavaScript JITs produce code without these bounds
checks when range analysis proves they can be safely elided.
However, bugs in the range analysis [18, 19, 40] result in
memory-unsafe code that can perform out-of-bounds array
accesses. Consequently, our most powerful tool for preventing
memory safety bugs—Ilanguage-level type systems, e.g., in
Rust—cannot address this problem.

Operating system and browser vendors have tacitly ac-
knowledged that this is not a solvable problem in the near
term, and introduced new modes that enhance security by dis-
abling the JIT. In 2022 Apple introduced Lockdown Mode—
an optional feature across their mobile, desktop, and wearable
platforms—that disables the JIT in Safari [27]. Microsoft in-
troduced Enhanced Security Mode [98] that similarly disables
the JIT, and Android recently announced Advanced Protection
Mode that “disables the JavaScript optimizer” [25].

This solution comes at a high cost. For example, in Spider-
Monkey, JITs offer a 3.5x—7 x speedup [52] for JavaScript.
Even worse, disabling JITs doesn’t offer a complete solution.
For example, 5 of the 12 exploits in Chrome’s JavaScript en-
gine in 2025 would not be prevented by disabling the JIT [62],
while a recent study found 23 remote-code execution vulner-
abilities in the interpreter used in Edge’s enhanced-security
mode [135]. Browsers need a better solution.

Our solution. To address this challenge, we present Mohabi!,
the first sound sandbox relying on software-based fault iso-
lation (SFI [134]) applied to JavaScript (JS) engines in a
modern web browser.

"Mohabi stands for Monkey Habitat—a pleasant, but secure enclosure
for the SpiderMonkey JavaScript engine used by the Firefox browser.



Mohabi sandboxes SpiderMonkey JS engine instances in
the Mozilla Firefox browser. Thus, even if the JS engine is
compromised, it is confined, and cannot arbitrarily corrupt
memory in the rest of the browser or invoke disallowed system
calls to escalate privileges.

In contrast, prior academic work [26, 106, 107] on JIT
sandboxing (§9) has only sandboxed standalone JS engines
in isolation, while industry-developed sandboxes (e.g., V8’s
Ubercage [70] and Safari’s JITCage [37]) have so far been
unsound and frequently bypassed (§7.4).

To build Mohabi, we have developed two new capabili-
ties. First, we needed tools to allow disaggregating Spider-
Monkey from Firefox, i.e., to separate out the JS engine, and
then securely and efficiently re-enable control and data flow
with minimal engineering effort. Second, we needed an SFI
toolchain that could meet the challenges of sandboxing Spi-
derMonkey in production with low overhead—something that
no existing SFI toolchain could do.

To enable disaggregation, we developed a set of C++ types
and tools that allow us to securely express common patterns
for sharing and control flow. For example, split-allocation
types (§4.2) enable us to shard an object across separated
(sandboxed and unsandboxed) allocators—based on what
needs to be shared, and what needs to remain isolated. We
also observed that modern browsers rely heavily on automatic
code generation [5,15,17,39] and wrapper types [63,100,104]
to integrate components together; we hook into and modify
these tools to simplify disaggregation. Without these tricks,
disaggregating SpiderMonkey would be a massive engineer-
ing effort—the JS engine itself supports well over 2,000 API
calls, with an order of magnitude more call sites into the en-
gine scattered over Firefox’s considerable codebase. Once
disaggregated, we needed a way to efficiently sandbox Spi-
derMonkey instances in memory—as the high memory and
context switch costs of process sandboxing would have been
a non-starter.

To address this challenge of scalable SFI, we developed
MH-LFI. MH-LFI’s key differentiating features are (1) its
efficient support for large sandboxes—sandboxes with mem-
ory pools greater than 4 GiB, and (2) its safe handling of
JIT-compiled code. The former is a necessity for modern
browser features like ArrayBuffers and WebAssembly in-
stances?, while the latter is needed for all modern JS engines.
MH-LFI works by rewriting assembly files to insert SFI-style
guard checks into binaries, and is (mostly) independent from
the choice of C/C++ compilers used to compile the browser—
only a small amount of MH-LFI is implemented with compiler
changes.

MH-LFI provides a separate validator to check that all sand-
boxed code has been correctly instrumented. This allows us

2While WebAssembly code is already sandboxed [80], browsers” imple-
mentations are very buggy as they (1) reuse compiler infrastructure from their
buggy JS engines, and (2) execute WebAssembly code that is very intertwined
with JavaScript. We thus treat WebAssembly as effectively unsandboxed.

to ensure that SFI instrumentation added by the JIT and AOT
compilers is correct, removing the compilers from the trusted
computing base (TCB). We also found that the validator was
essential to catching edge cases of missing SFI checks that
would otherwise have been overlooked (§6.3).

Mohabi’s performance & security. We evaluate Mohabi
on Speedometer [11]—the industry-standard full browser
benchmark that tests both JavaScript and overall browser
performance—and observe overheads of 24.43%. We break
down the individual sources of overheads in §7.1. We
also evaluate Mohabi on a pure JavaScript benchmark (Jet-
Stream [9]) to compare to prior work that sandboxed stan-
dalone JS engines [26, 106, 107]—and observe an overhead of
24.82%. We compare MH-LFI to Native Client (NaCl)—the
SFI toolchain used in prior work sandboxing JS engines [26]
and show how MH-LFI outperforms NaCl in §7.2. All modi-
fied AOT and JIT compilers pass all tests in the LLVM and
SpiderMonkey codebases respectively, and based on our anal-
ysis, MH-LFI is the fastest x86-64 SFI toolchain to date.

In §7.3, we analyze how Mohabi defends against commonly
used JS engine exploitation techniques and highlight some JS
engine bugs that Mohabi would have mitigated—specifically,
recent bugs reported by Anthropic’s Mythos LLM [81] several
months after Mohabi was developed. Additionally, we con-
trast Mohabi with Ubercage (V8’s partial JavaScript sandbox)
to highlight the differences between the two systems in §7.4.
We analyze a subset of prior Ubercage sandbox bypasses and
show how Mohabi prevents them.

Artifacts. All source code, prototypes, and benchmarks from
this paper are available at https://github.com/UT-Secu
rity/jitsbx-root.

2  Why JavaScript Engine Security is Hard

Modern JavaScript (JS) engines have an extremely high bar
for performance—they must begin executing code instantly
to avoid introducing latency during page loads, while also
efficiently executing modern websites that can be as complex
as full-fledged desktop applications using JIT compilation.

To achieve this, they rely on a range of complex JITs and
interpreters. This complexity has led to numerous vulnerabil-
ities [69]. SpiderMonkey—the JS engine in Firefox that we
sandbox in Mohabi—consists of 9 different code execution-
engines [101]. JavaScript alone consists of a C++ bytecode in-
terpreter, an optimized interpreter, along with non-optimizing
and optimizing JIT compilers. These compilers are organized
as tiers—at each tier the compiler takes longer to start exe-
cuting, but applies more optimizations for greater efficiency.
Additionally, there are interpreters and JITs for WebAssembly
(Wasm) and regular expressions [83]. Other JS engines such
as V8 (Chrome) and JavaScriptCore (Safari) use similar tiered
architectures, although their internals differ.
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JS engines use these different tiers by dynamically chang-
ing compilation strategies at runtime, switching execution
tiers based on how often a piece of code is executed. Spi-
derMonkey supports this with the help of on-stack replace-
ment, allowing code to fier-up in the middle of execution—
switching from being interpreted to executed as JITted code.

SpiderMonkey also supports switching from executing a
JITted version of JavaScript code to interpreting it, through
bailouts. This is necessary because the optimizing tiers
employ speculative optimization [113], meaning that they
optimize code based on type information collected during
runtime—which is required for dynamically typed languages
like JavaScript. This information is used along with other
optimizations to specialize code, for instance, by eliding se-
curity checks (e.g., array bounds checks), if they are deemed
redundant. The specialized code includes checks to ensure
that assumptions hold on inputs to functions; if inputs are
found to not be of the expected types, the result is a bailout
from optimized tiers to the interpreter.

This complex architecture means that bugs in any of the
above components—e.g., the JavaScript interpreters [69],
the JavaScript compilers [20,40, 66], the WebAssembly run-
time [108]—result in vulnerabilities affecting the entire JS
engine [76] and browser. These vulnerabilities are a common
part of real-world exploit chains [58, 90] where JavaScript
engine vulnerabilities are used to obtain initial code execution
in the browser’s renderer. This is then chained with privilege
escalation vulnerabilities to take over a victim’s machine.

Browsers have historically resorted to process-based iso-
lation to address security concerns. The multi-process archi-
tecture [35] separated the browser into a privileged parent
process and content processes. Site isolation [102, 119] ex-
tended this further by ensuring that tabs belonging to differ-
ent top-level sites never share a content process. However,
applying the same approach here—separating the JS engine—
is a non-starter. The JS engine is tightly coupled with the
DOM engine, event loop, and other browser subsystems, with
extremely frequent interactions. Introducing an additional
process boundary would require IPC for each of these inter-
actions, resulting in prohibitive overhead.

In this paper, we present Mohabi—a sound, in-process sand-
box for JS engines that can address this problem.

3 Mohabi: Securing the JavaScript Engine

Mohabi secures the JS engine by placing it in a sandbox
implemented using software-based fault isolation (SFI). SFI
works by isolating all memory (code and data) used by the JS
engine in a dedicated portion of the process’ address space
called the sandbox memory, and restricting all memory-access
and control-flow operations to this memory. Consequently,
memory corruption resulting from JS engine bugs is restricted
to sandbox memory and cannot affect the rest of the browser.
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Figure 1: Mohabi’s design. Mohabi disaggregates Spider-
Monkey from Firefox and places it in a high-performance
MH-LFI sandbox. Disaggregation and secure interactions
are mediated by custom types such as Reflector types. System-
calls are checked by MH-LFI’s runtime and code pages are
checked by MH-LFT’s validator to preserve security.

Mohabi relies on our new SFI toolchain, MH-LFI (§5), that
scales to a JS engine’s unique requirements. MH-LFI is im-
plemented in two parts: (1) an external rewriter that modifies
the binaries produced by C/C++ compilers to ensure they
follow SFI rules, and (2) a modified JIT compilation pipeline
to ensure that all JITted code produced follows SFI rules. To
exclude these compilers from Mohabi’s TCB, MH-LFI comes
with a binary validator that checks that all executable code
pages within the sandbox comply with SFI rules.

Mohabi’s design (Figure 1) is based on several observa-
tions about modern browsers that allow JS engine sandboxing
without significant performance or engineering costs.

Browsers employ site isolation. Browsers implement site
isolation [102, 119] to ensure different top-level sites are ren-
dered in separate processes. This model ensures that a site’s
process does not contain any secrets about other sites visited
by the browser. Consequently, Mohabi sandboxes JS engines
in the site’s process using write-only sandboxing—it does
not restrict any reads of data. This is sufficient to prevent a
compromised JS engine from escalating privileges.

Browser JITs share a compiler backend. The various JIT
compilers used by JS engines produce native code through a
shared architecture-specific emission backend [8, 12, 14]. Ad-
ditionally, these backends tend to be stable over long periods
of time; e.g., SpiderMonkey’s backend last received a major
update 10 years ago [2]. Mohabi uses this shared backend as
a choke point for enforcing SFI—enabling instrumentation
regardless of the specific JIT optimizations or the IRs used.

Browsers auto-generate glue code. All browsers auto-
generate the glue code layer [1,5, 17] between the JS engine
and DOM—the primary browser component that interacts
with the JS engine. Mohabi augments this code generation as
a location to include safety checks on data output by the JS
engine APIs—a necessary step to prevent confused deputy
attacks on the DOM engine by a compromised JS engine.
Mohabi leverages these insights along with the new MH-



LFI SFI tool to sandbox the SpiderMonkey engine used by
the Firefox browser. We note that Mohabi’s design is general
and can be applied to any modern browser.

4 Disaggregating SpiderMonkey from Firefox

The first step in Mohabi is to separate or “disaggregate” Spi-
derMonkey’s code from Firefox code as sandboxing restric-
tions should only be applied to the former. This involves
disaggregating control flow and data structures.

We disaggregate control flow by first isolating control flow,
and then explicitly permitting safe control flow from Spi-
derMonkey to Firefox, e.g., for functions that are explicitly
passed to the JS engine as callbacks. This is challenging as
control flow can get arbitrarily nested. We then disaggregate
data structures between Firefox and SpiderMonkey by plac-
ing only data that must be shared in the sandbox’s memory.

Fortunately, we found this task was tractable across the
large and complex Firefox codebase due to the presence of a
handful of repeated patterns in how control flow and data shar-
ing occur. We developed tools to handle these patterns, and
thus enable safe and sometimes automated disaggregation.

These tools include split-allocation types (§4.2), which en-
able selective sharing of object fields across trust boundaries,
as well as Reflector (§4.3), Virtual Trampoline, and Virtual
Springboard types (§4.5), which enable safe and structured
control flow between browser and sandbox. Additionally, we
developed a stub library generator to wrap the SpiderMonkey
interface (§4.4), which exposes 2,250 unique functions, and is
used at an order of magnitude more call sites across Firefox.

We next explain our process of disaggregating SpiderMon-
key, i.e., separating it from the browser and then safely re-
integrating it back into the browser using the above tools.

4.1 Breaking out the JavaScript Engine

Firefox uses SpiderMonkey by directly linking it with browser
code. We began by modifying the browser build process to
compile SpiderMonkey separately using our Ahead-of-Time
MH-LFI SFI toolchain (§5). Additionally, since SpiderMon-
key’s JITs compile code within the sandbox, we modify them
to produce code conforming to our SFI scheme (§6).

To ensure SpiderMonkey does not share any data structures
or symbols with the rest of Firefox, it is compiled as a stan-
dalone binary with its own private libc. This library must be
explicitly loaded and assigned a memory region it can use—
the sandbox memory. We refer to the produced library as the
sandboxed SpiderMonkey instance—having all its control
flow and stores restricted to a sandbox memory region.

Next, we modify each Firefox process that uses the JS en-
gine to create a per-process sandbox instance. These processes
include: the browser’s UI (managed using JavaScript), each
Content Process (handles JavaScript from the web), and the
Proxy Auto-Config Process (configures the browser’s proxy

template <typename T>

struct Rooted {
Rooted<T>** stack; // pointer to stack top
Rooted<T>* prev; // previous root in stack
T ptr; // pointer to GC'd JS object

explicit Rooted(RootingContext* cx) : ptr(...) {

this->prev = ...; // point to prev root
*this->stack = this;

}

~Rooted () { ... }

}i

Figure 2: The Rooted<T> Type. One of the types used for JS
object references in the browser that need to be registered with
the GC. We implement this in Mohabi as a split-allocation
type, with select fields moved into the sandbox.

settings using JavaScript). When a sandboxed SpiderMonkey
instance is loaded, our SFI validator (see §5.4) confirms that it
is sandboxed correctly, then instantiates the sandbox instance.
All threads spawned by the process (e.g., Web Workers in the
Content Process) use the same sandbox instance, but receive
their own per-thread sandbox context for stack, thread-local
storage and registers.

4.2 Safe Garbage Collector Support

SpiderMonkey provides a moving garbage collector (GC) that
moves JavaScript (JS) object allocations to optimize tracing
and reduce fragmentation on the heap. Moving a JS object
requires the GC to update all references to the object to the
new location; this includes any references from Firefox code.

SpiderMonkey tracks such references by requiring Firefox
to use custom types like Rooted<T> in Figure 2 to declare
references to JS objects. On construction, Rooted<T> auto-
matically adds itself as a node in a LIFO linked-list of GC
roots. SpiderMonkey uses this LIFO linked-list to trace the
active roots when a GC is triggered.

However, disaggregating SpiderMonkey means that the GC
can no longer directly update such references to JS objects
that come from Firefox code. To restore functionality, we
must allow the GC to modify Rooted references when ob-
ject migration or heap compaction occurs. Concretely, this
means that the GC should be permitted to modify the ptr
field from Figure 2, but not other fields in the object such as
the LIFO link-list. To allow secure updates to the ptr field,
we introduced split-allocation types.

Split-allocation types. These types split a single logical ob-
ject across two locations. Some fields are stored in sandbox
memory, to enable updates by sandboxed code—other fields
are allocated outside of the sandbox—to protect their integrity.
This separation and management of multiple allocations for
different fields is hidden from the user of the type.

A split version of Rooted<T> is one use of split-allocation



// this is called when 'window.location' is modified
static bool
set_location (JSContext* cx_, JS::Handle<JSObject*> ob7j,

., JSJitSetterCallArgs args) {
BindingCallContext cx(cx_, "Window.location setter");
JS: :Rooted<JSObject*> targetObj (cx,
return JS_SetProperty(cx, targetObij,

}

&v.toObject ());
"href", args[0]);

// defines set_location as a JSObject property setter

static const JSJitInfo location_setterinfo = {
{ set_location }, ... ,JSJitInfo::Setter, ...};
static const JSPropertySpec sUnforgeableAttributes_spec[]
= { JSPropertySpec: :nativeAccessors (
JSPROP_ENUMERATE | JSPROP_PERMANENT,
.., &location_setterinfo), ...};

"location",

Figure 3: The DOM-JS Engine binding layer. All production
browsers use automatic code generation to create a binding
layer between the JS engine and the DOM. Here the code
shows a setter function on the window DOM reflector object.

types. Other GC types such as Heap<T>—which captures
long-term references from Firefox’s heap to SpiderMonkey
objects—were also migrated to split-allocation types. Overall,
these types were applied to thousands of sites in the browser.

4.3 Supporting Firefox’s DOM reflectors

The Document Object Model (DOM) specification and as-
sociated web platform specifications [3, 6] list APIs that JS
engines can use to interact with the browser. Beyond HTML
manipulation, these APIs support Web Workers (background
threads), Web Storage (key/value storage), and Geolocation.
These APIs are exposed to the JS runtime with the help of
DOM reflectors, which are projections of DOM functionality
as JS objects.

For example, the window object in Figure 3 is a DOM re-
flector that has several attributes—one of which is location.
When executing JS code that sets the window.location
property, SpiderMonkey invokes the set_location function
at line 3. This function forwards the write to the window ob-
ject’s href property (line 8), requiring a nested invocation to
the JS engine at the JS_SetProperty call.

However, disaggregation would mean that such callbacks
cannot directly be invoked by SpiderMonkey, as the code
is outside the sandbox memory (in Firefox’s code). Mohabi
instead requires SpiderMonkey to register all such callback
functions as legitimate callback targets via a provided APL
When registered functions are invoked as callbacks, Mohabi
permits this control-flow securely through a trusted routine
called a trampoline (described in §4.4).

We modify Firefox to explicitly register each callback func-
tion with the sandbox runtime at the time of creating a DOM
reflector object. An instance of this is when defining the setter
function (line 12) for the location property (line 15) before
wrapping the browser’s window object in a DOM reflector.

To apply this modification automatically across multiple
data types, we introduced sandboxed reflector types.

Sandboxed reflector types. These types build on the ob-
servation that all browsers use API specifications written in
WebIDL (an interface definition language) to auto-generate
binding code [1,5,17,39] to set up DOM reflector types. We
modify this code generator to be sandbox-aware. For each
DOM reflector type that it previously generated, we instead
generate a sandboxed reflector type. When the first reflector
object instance corresponding to a sandboxed reflector type is
created, the browser functions exposed to JS are automatically
registered as callbacks with the sandbox.

We needed a systematic solution to this because this ap-
proach applies not just to the Window reflector type but for the
over 1,075 other reflector types automatically generated from
WebIDL. These reflector types could potentially register up
to 15,700 callbacks—if JavaScript code causes an instance of
every single DOM reflector type to be created at least once.

4.4 Safe JS Engine Calls from the Browser

The browser can make function calls into the JS engine, for
example, to modify the properties of a DOM reflector object
as discussed in §4.3. These functions are exposed to Fire-
fox through SpiderMonkey’s library interface (the JSAPI).
By building and linking SpiderMonkey separately from the
browser, we have blocked direct calls into this code. We now
focus on securely permitting these function calls.

Mohabi requires that all control-flow transfers from Firefox
into the sandboxed JS engine use a piece of trusted code
called the springboard. Springboards perform a safe context-
switch on the way into the sandbox—they are responsible
for switching stacks, saving callee-saved registers and setting
the contents of reserved registers used by the SFI scheme
(§5.1). Trampolines do the inverse for control-flow transfers
in the other direction, when SpiderMonkey code returns to
the browser, for example, through a callback registered with
the sandbox runtime (§4.3).

To automatically re-allow safe JSAPI calls in Firefox via
springboards, we build a stub-library generator.

Stub-Library Generator. The generated stub-library helps us
account for the now dynamic location of the sandbox instance
being invoked. This is done with the help of (1) an indirect-
jump table with an entry for the resolved sandbox address
of each JSAPI symbol and (2) a unique springboard routine
corresponding to each JSAPI symbol.

Linking the browser to the SpiderMonkey stub-library stat-
ically resolves all JSAPI symbol references to a springboard.
When the MH-LFI runtime instantiates the SpiderMonkey
sandbox instance, it populates the indirect-jump table in the
stub-library, allowing calls from Firefox to the JS engine.

The support provided by our automatically generated stub
library is essential as the JSAPI exposes over 2,250 functions
and Firefox contains an order of magnitude more unique



references to them, making explicit modification at each call
site in the code impractical.

4.5 Interactions with the Browser Event Queue

JavaScript provides support for programming with asyn-
chronous tasks using Promise objects. For example, the Fetch
API, which is the modern JS interface to make HTTP requests,
returns a Promise object. The Promise . then method allows
a user to specify continuation code, which is scheduled for
execution once the fetch request completes.

const promise = fetch("https:
promise.then((response) => ...,

/example.org/products. json");

(error) => ...);

Support for scheduling these asynchronous jobs is provided
by the browser rather than the JS engine. Concretely, the
browser provides a JobQueue object (shown below), allowing
SpiderMonkey to schedule jobs on the browser’s job queue:

class JobQueue {
// Enqueue a resolution job for promise
virtual bool enqueuePromiseJob (JSContext* cx,
JS: :HandleObject promise, JS::HandleObject job,
..) =0;

}i

However, this is a problem when separating SpiderMonkey
from Firefox. As this abstract class is implemented within the
browser, the virtual functions are located outside the sandbox
and must be explicitly registered as allowed callbacks (similar
to the DOM reflectors in §4.3) to be callable by the JS engine.
However, since vtable entries are automatically populated by
the C++ compiler, there is no easy way to do this.

To address this, we introduce virtual trampoline and vir-
tual springboard types, which help mediate dynamic dispatch
across the sandbox boundary in both directions.

Virtual Trampoline Types. These are types within the sand-
box that inherit from another underlying type, then override
its virtual method implementations to redirect the call through
a function pointer table instead. The user of a virtual trampo-
line type is expected to initialize the function pointer table
with valid callback functions (§4.3).

Virtual Springboard Types. These are types outside the
sandbox that help transfer control-flow into the sandbox. They
expose the same interface as the underlying sandbox type,
and act as wrappers. Each virtual method implementation
forwards the call through a corresponding function exposed
by the sandbox; this performs the actual virtual dispatch on
the underlying instance within the sandbox.

In addition to job scheduling for Promises, we use virtual
trampoline and springboard types in SpiderMonkey’s imple-
mentation of JavaScript Proxy Objects, External DOM Strings
and GC tracing, among others. In total, we expose these types
for around 20 classes in the JSAPIL.

// Binding code before tainting
bool get_width (..., JS::Handle<JSObject*> obj,
void* void_self, ...) {

autox self = static_cast<mozilla: :dom: :ImageDatax>
(void_self); }

// Binding code after tainting
bool get_width(..., JS::Handle<JSObject*> obj,
MC: :OpaquePointer<void#*> void_self, ...) {

autox self = MC::dom: :DOMPointerTable: :sanitize
<mozilla: :dom: : ImageData*> (void_self); }

Figure 4: Adding Sanitization Checks to the Bound-
ary. Firefox’s binding code auto-generation is modified to
insert sanitization checks before using the DOM pointer re-
trieved from the sandbox. This example shows the generated
binding code for returning the width of an image.

4.6 Type Safety at the Binding Layer

Secure disaggregation requires sanitizing any data received
by Firefox that comes from SpiderMonkey. This is needed to
prevent the sandboxed code from compromising Firefox via
confused-deputy attacks [45, 82, 104]. We illustrate this using
DOM reflectors as an example.

When DOM reflectors are passed to JavaScript, a pointer
to the underlying C++ DOM object that it reflects is stored
within it. When JS engines invoke a permitted DOM reflector
callback (§4.3), this pointer is extracted and used to call meth-
ods on the underlying DOM object. However, this pointer
could have been corrupted by compromised JS code to induce
memory-safety errors in Firefox when the reflector is used.

To address this, we introduce pointer tables.

DOM Pointer Table. This is a table where each entry stores
a valid DOM pointer, along with the type of the object. To
make sure DOM code remains safe, we augment binding code
generation to sanitize the incoming pointer, by making sure
it exists within the table and is of the right type. Figure 4
illustrates one such example—the code at line 5 unsafely uses
the pointer, whereas the augmented code at line 12 sanitizes
the pointer before using it. To support this, we modify DOM
reflector initialization to add an entry to the pointer table. As
multiple reflector objects may point to the same underlying
DOM object, each table entry also maintains a reference count,
which is decremented on DOM reflector finalization.

While this case study serves as an example of how we
can automate boundary checks, a more complete handling of
boundary checks requires more work, and is discussed in §8.

S Sandboxing SpiderMonkey Code

We now discuss how Mohabi can sandbox a disaggregated Spi-
derMonkey engine from Firefox using software-based fault
isolation (SFI) [134]. SFI modifies compilers to insert guards



prior to all memory accesses and control-flow instructions to
restrict them to the sandbox memory; additionally, all system
calls are rewritten to function calls on a trusted runtime that
blocks calls which may compromise the sandbox [47].

In order to scale to a production system like SpiderMonkey,
an SFI toolchain must satisfy the following requirements:

» No artificial memory limits. Almost all SFI toolchains [53,
80,97,105,123,139] impose a limit of 4 GiB on the sandbox
memory for efficient sandboxing. This is entirely impracti-
cal for browser features like ArrayBuffers, WebAssembly,
etc. The rare SFI toolchains that don’t impose this limit
today (e.g., Wasm-64 toolchains [121]) lose efficiency and
have impractically high performance overheads [126].

» Support concurrent JIT code generation. The SFI run-
time must allow safe additions, removals, and modifications
to sandbox code—even under concurrent execution by mul-
tiple threads®. This is necessary to support sandboxing of
the JIT compilers used by JS engines.

» Support binary validation. While the JIT compiler itself
is sandboxed, safely running code produced by it requires
the SFI scheme to support binary validation [134]—to en-
sure that all SFI checks are present in the generated code.
Binary validation has the added benefit of moving a buggy
AQOT SFI compiler [89,99] out of the TCB.

» Use the native ABI. SFI tools such as NaCl [140] and
Wasm [80] use sandbox-relative pointers (offsets) rather
than native pointers—requiring translation between these
representations at the sandbox boundary. While improv-
ing a sandbox’s memory footprint [124], this significantly
complicates retrofitting [104].

» No reliance on hardware extensions. While allowing effi-
cient sandboxing [133, 137], browser users have a variety
of different hardware and operating systems [4], without
consistent support for such features.

» No compiler “hard forks”. SFI compilers are often imple-
mented as bespoke forks of GCC/clang [54, 123, 140]. This
imposes a long-term maintenance burden and often means
SFI tools are stuck as forks of outdated compiler versions.

We designed MH-LFI (building on the LFI [139] SFI com-
piler) to meet all these requirements—requirements that no
existing SFI toolchain satisfies. MH-LFI’s SFI scheme and
supporting runtime are described in §5.1 and §5.2.

Even beyond these requirements, large applications like
SpiderMonkey contain code patterns that add slowdowns not
observed in standard benchmarks where SFI tools are tested.
We describe several new optimizations that we needed to
develop to address this in §5.3. Finally, we describe how
MH-LFI can meet the above requirements when implemented
as a simple assembly rewriter operating on the output of
compilers (§5.4)—allowing Firefox to continue to support

3Support for concurrent execution and generation/modification of code is
needed as browsers’ JS engines support threads via Web Workers.

Original code Sandboxed equivalent (a “macroinstruction”)
movqg %rax, %rll

addgq %rdi, (%rax) andgq %rl5, srll

addg %rdi, (%rl4, %rll)

pext %rlb, %rax, %rll

movqg %$rdi, (%rl4, %rll)

andgq %rl5, Srdi

andqg SOxffffffffffffffel, Srdi

addq %rl4, Srdi

jmpg *%rdi

movqg %$rdi, (%rax)

jmpg *%rdi

Table 1: Rewrites needed to conform to MH-LFI’s data
access and control-flow policies. Instructions on the left
are rewritten into a macroinstruction—a collection of
instructions that must all reside within the same bundle (to
guarantee their execution as a unit). Note that the movqg
example preserves flags by using pext rather than and.

multiple compiler toolchains and frequently upgrade versions.

MH-LFI allows us to sandbox SpiderMonkey’s ahead-of-
time code written in C/C++. We defer the discussion of adapt-
ing MH-LFI’s scheme to SpiderMonkey’s JITs to §6.

5.1 MH-LFI’s SFI Scheme

MH-LFI’s rewriter enforces a sandboxing scheme reminiscent
of prior SFI tools (e.g., Native Client’s x86-64 implementa-
tion [123]), but designed for sandboxes with large memory
pools and augmented with additional optimizations (§5.3).

MH-LFI assumes that sandbox memories are contiguous,
have a size that is a power of two, and are also aligned to the
same power of 2. Within the sandbox memory, all pages are
either non-writable for code or non-executable for data (en-
forced via mmap protections), with additional special handling
for JITs (§6.2) which require writable and executable pages.

Like prior classic SFI schemes, MH-LFI comes with a
binary validator that analyzes executable machine code to
determine whether such code is guaranteed to maintain the
sandbox’s security guarantees. We now describe these require-
ments along with the associated rewrites that must be applied
to compiler output to allow it to pass this validator.

MH-LFT’s rewriter applies three security policies: the data
access policy, which ensures that all memory writes are re-
stricted to the sandbox region; the control-flow policy, which
ensures that all control flow stays within the sandbox region
(except to specific entry points in host code); and the system-
call policy, which ensures that system-call instructions are
rewritten to function calls in the trusted runtime. The rewriter
uses three reserved registers—r14 (sandbox base), r15 (sand-
box mask) and r11 (scratch)—to enforce these policies, as
illustrated by the examples in Table 1.

Data access policy. Memory writes are prefixed with guard
instructions that (1) Compute the original effective destination
address into the scratch register; (2) Mask out the top bits
of the scratch register to restrict the address to a specified
size—256 GiB for Mohabi; and (3) Add the 64-bit sandbox



base address to produce the final address that is used for the
write. As Mohabi’s sandbox memory is an aligned, contiguous
allocation of 256 GiB (§5.2), this transformation guarantees
that memory writes to the stack or heap are within the sand-
box memory. MH-LFI optionally allows memory reads to be
restricted in the same way, but this is unnecessary for Mohabi
when site isolation [102, 119] is present.

Stack operations that operate directly on the stack pointer
register, $rsp (e.g., push, pop, etc.) are handled by ensuring
that the $rsp register always points to sandbox memory—for
performance, this is enforced any time $rsp is updated [134]
(rather than prior to each stack operation). As Mohabi’s
sandbox memory is surrounded by guard regions (§5.2)—
unmapped memory pages—sequences of stack push/pops will
fault if they go past the ends of sandbox memory.

Control-flow policy. To enforce that control transfers remain
within the sandbox region, we use a similar mask sequence
before indirect jumps. However, we must additionally enforce
that indirect jumps do not target the middle of another in-
struction, as this may execute alternate instruction streams.
To prevent this, we use bundling [97].

Bundling requires that individual instructions and macroin-
structions (e.g., the sandbox-equivalent transformation of in-
structions shown in the second column of Table 1)—be con-
tained within a single 32-byte bundle. If a (macro) instruction
spans a bundle boundary, the rewriter injects padding using
no-op (NOP) instructions to move the instruction into the next
bundle. The rewriter ensures that the control-flow mask ze-
roes the bottom 5 bits of the control-flow targets prior to
jumps—forcing all jumps to land on the start of bundles.

Return instructions (ret) are transformed to a pop-mask-
Jjump sequence so that we can mask the address in a register—
directly masking this on the stack would allow a concurrent
thread to modify a return address after it has been guarded.

System-call policy. Allowing arbitrary system calls can allow
sandboxed code to effectively break out of the sandbox [47].
Thus, similar to prior work, system calls are rewritten into
function calls to a trusted runtime (§5.2) which checks if the
system call can be safely permitted [84, 88, 122].

5.2 MH-LFI Runtime

MH-LFI also provides a runtime for Firefox to safely interact
with the sandboxed SpiderMonkey instance. Such runtimes
are a standard part of sandboxing toolchains [16, 84, 88, 96,
122,123,139, 140], so we only offer a brief description here.
The MH-LFI runtime offers the following features.

The runtime provides binary (ELF) loaders and sandbox
memory initialization routines that allocate a contiguous mem-
ory space, copy the binary code into this space, and initialize
a new stack for the sandboxed code in order to support code
execution in a sandboxed context.

The runtime provides springboards and trampolines—
assembly routines that allow safe transitions into and out

of sandboxed code. These routines switch the location of the
program stack (sandboxed code requires stacks inside the
sandbox memory), enforce caller/callee-save register expec-
tations to preserve security [91], and set reserved registers
(e.g., r14 sandbox base) to expected values prior to transfer-
ring control-flow. MH-LFI’s springboards and trampolines are
standard and resemble those used in prior SFI tools [123, 140].

Finally, the runtime interposes on all system calls made
by sandboxed code (with help from the rewriter (§5.1)), and
permits only system calls that don’t compromise the sandbox.
These include the system calls used to manage executable
code pages (§6.2)—to allow safe addition, removal and modi-
fication of JIT-compiled code within the sandbox.

5.3 Optimizing MH-LFI

In addition to implementing known SFI optimizations [105],
we implemented several novel optimizations in MH-LFI. The
first optimization is implemented in an LLVM pass, while the
other two are implemented directly in the rewriter.

Prefix Padding. Bundles require inserting NOP instructions to
prevent instructions from crossing bundle boundaries. Such
NOPs may increase frontend stalls in the CPU pipeline. As a
remedy, we replace NOPs by distributing their padding length
across other non-NOP instructions within the bundle using x86
instruction prefixes [10]. We do this by adding one or more
cs segment prefixes to instructions that immediately precede
a NOP within the same bundle, limiting the total number of
prefixes to 5, to avoid CPU decoding overheads.

Thread Local Storage (TLS) Operations. On Linux, TLS
is supported using the F'S segment base register. In the con-
text of SFI, since the FS segment register is already used by
the host, sandbox code must access TLS in a different way.
Our original implementation of MH-LFI followed prior work,
locating TLS using a call to the sandbox runtime—while rea-
sonably performant for most domains, we found that this was
extremely slow for browsers. We optimized these TLS opera-
tions by leveraging the observation from [105]—to make use
of the unused GS segment register on x86-64.

Flags Preserving Masking. MH-LFI uses bitwise and in-
structions to ensure that memory accesses remain in the sand-
box memory. However, the x86-64 and instruction modifies
the processor flags; in cases where this is an issue for subse-
quent instructions, we use the pext instruction instead, which
does not modify the flags. Since pext is slow compared to
and, we only use it when the assembly rewriter determines
that the flags must be preserved across the memory access.

5.4 Implementing MH-LFI

MH-LFI is implemented on top of LFI [139] and is a stan-
dalone assembly rewriter operating on the output of (mostly)
standard clang/LLVM compilation with specific flags and a
minor patch to clang/LLVM to support optimizations.



The rewriter. The rewriter consumes object files output by
compilers and transforms the GNU assembly into the bundled
macroinstructions described previously. These new object
files can then be linked and used as normal. The rewriter
relies on minor changes to the compiler that we discuss next.

Compiler patch. Since Firefox uses clang/LLVM as its com-
piler by default, we focus on this toolchain (although our
approach also works with GCC). MH-LFI relies on three mi-
nor changes to the compiler, which we expose under a new
compiler target (target triple x86_64_mohabi-linux-musl).
First, MH-LFI’s scheme utilizes guard instructions that re-
quire a scratch register for intermediate computations, a
base register and a mask register (§5.1). Since we have to
transform code after register allocation, we instruct the com-
piler to leave these registers unused during compilation. Sec-
ond, we enable the use of instruction alignment directives—an
off-by-default feature supported by LLVM—to align instruc-
tions into bundles. Third, we add an LLVM backend pass that
optimizes assembly for our SFI scheme (§5.3). These changes
account for only ~ 600 lines in clang/LLVM. As a proof point
of easy maintenance, we began the project in LLVM 19, but
shifted to LLVM 22 partway, with less than 3 days of work.

Validating the SpiderMonkey binary. Similar to other SFI
toolchains such as Native Client (NaCl) [140], MH-LFI in-
cludes a binary validator to ensure that all code within sand-
boxed binaries follows the control-flow and data-access poli-
cies specified in §5.1. Our validator, however, supports a large-
sandbox model and uses a modern decoder (Fadec [55]) to
enhance performance (making it faster than NaCl’s valida-
tor (Table 3)). The verifier is written as a C program that
checks all requirements of the SFI scheme, similar to prior
work [89,99, 140].

6 Sandboxing the JIT

SpiderMonkey uses a complex hierarchy of JIT compilers to
speed up execution (§2). We need to modify these JITs so
that the generated code is securely sandboxed. Concretely,
this takes two steps: (1) modifying JIT compilers to generate
MH-LFI-compliant code, and (2) using new secure APIs to
manage modification of code pages—a unique challenge for
JITs as this is very performance-sensitive code. We discuss
this next followed by examples of easy-to-miss edge cases.

6.1 Modifying JIT Compilers

SpiderMonkey uses an abstraction layer called MacroAssem-
bler (MASM) for all dynamically generated code. All of its
JIT compilers emit code as sequences of MASM operations,
each of which gets lowered to native code by an architecture-
specific backend. We modify MASM’s x86-64 backend to
enforce MH-LFI’s data access and control-flow SFI policies.

Implementing the SFI scheme. Like we did for AOT code,
we reserve registers r14 and r15 for SFI by marking them
as unallocatable in the MASM register allocator. We modify
MASM operations that perform memory-access or indirect
control-flow to emit the appropriate masked macroinstruc-
tions, and modify MASM’s x86-64 instruction assembler to
insert NOPs to prevent (macro) instructions from crossing bun-
dle boundaries. Finally, we identify all valid indirect targets
in the code emitted by each of the JIT compilers and ensure
that they are bundle aligned. A difference compared to the
AOT case is that we don’t reserve r11 since SpiderMonkey’s
JITs used this as an internal scratch register; we opted instead
to share the scratch register (for JIT and SFI) to reduce the
register pressure on this code.

Disentangling JIT-compiled Code and Data. As an op-
timization, JITs emit data such as floating point constants
and relocation tables—used to trace and update references
to garbage collected data in the JIT-compiled code—in exe-
cutable memory. Unfortunately, this results in JIT-compiled
code containing code-gadgets (random constants that are inter-
preted as instructions) that violate the SFI scheme. To prevent
this, we modify MASM to emit constants in 32-byte bundles
where constants are placed in bytes 1 to 31, and byte 0 is fixed
as the byte for an x86 HLT instruction, meaning any attempt to
jump here would fault. Where possible, we also used a more
direct approach of moving data outside code sections.

6.2 Managing JIT Code Pages

The sandboxed JIT compiler must update executable code
pages to both add new JIT code and modify existing JIT code
(for instance, to perform bailouts (§2)). However, this is a
major performance challenge for an SFI tool, because the safe
way to update code pages in a multi-threaded environment
is a prohibitively slow three-step process: (1) the code page
must be made read-write and the JIT compiler modifies the
part of the code page it wants, (2) the code page must be made
read-only and the validator must check the entire code page
as any part of the previously writable page could have been
tampered with by a concurrent thread, and (3) the code page
must be made read-exec after the validator has finished. Any
deviation from this recipe would introduce opportunities for
a malicious concurrent thread to execute unvalidated code or
tamper with code page contents to remove SFI checks.

Our solution: Dual Mapping. To avoid the overheads of hav-
ing to reverify entire code pages any time code is updated, Mo-
habi uses an alternate approach called Dual Mapping. Here,
MH-LFI’s runtime uses its system-call interposition (§5.2) to
support writing to sandboxed code pages in two steps: First,
when an executable page is made writable, the runtime cre-
ates a shadow virtual page with read-write permissions to the
same underlying physical page outside the sandbox. Second,
MH-LFI offers a trusted-runtime call to safely and efficiently
perform updates to this shadow mapping. This trusted call



takes the following steps: (1) it makes the code page mapped
in the sandbox read-only, (2) it updates the externally mapped
writable page with the new code and validates only the new
code, (3) it restores the code page in the sandbox to executable.
This approach is much faster as it reduces page permission up-
dates from 3 to 2, and requires only validating new code. The
latter optimization makes a huge difference in practice—safe
code updates went from doubling our overheads to adding
negligible overheads in our evaluations. While dual-mapping
with multiple processes was explored by prior work [128]
and prior production browsers [56], we see that MH-LFI’s
in-process isolation makes this much more practical.

6.3 Why Validating SFI Code Matters

Using a binary validator, beyond being necessary for secure
JIT compilation, also helped uncover cases of missed SFI
checks in the JIT in early prototypes. We discuss this below.

Case study 1: Zero-padding code pages. Wasm and
JavaScript JIT compilers do not always fill the entirety of
allocated executable memory with code. The unused space
at the end of an allocation is filled with the byte 0x00, which
decodes to the addb %al, ($rax) instruction, violating the
memory isolation properties of MH-LFI. Upon discovery, we
modified the trusted-runtime call used to manage JIT code
pages (§6.2) to instead pad inserted code with the 0xcc byte—
a safe interrupt instruction on x86.

Case study 2: Missing Indirect Jump Masks. We modified
MASM to mask the target of all indirect jumps. However,
in certain instances, the JIT compiler directly uses the low-
level assembler to emit indirect jump instructions, which are
unmasked and therefore insecure. The validator found these
errors, allowing us to fix this.

Case study 3: Clobbering of Reserved Registers. The Wasm
compiler generates code that may trigger traps as a form of
error handling. To support recovery from the trap, Wasm saves
any register it uses when the trap occurs and restores it upon
resuming. However, since Wasm code is not trusted, it should
not be permitted to restore reserved registers like the sandbox
base r14. The validator flagged these errors, and we made
changes to ensure that these registers were never modified.

7 Evaluation

In this section, we evaluate Mohabi’s performance and secu-
rity. Mohabi’s performance is evaluated on a machine with an
Intel Raptor Lake 19-13900K, 32 GiB RAM, Ubuntu 24.04 on
Linux 6.14.0. For browser and JS benchmarks, we use Firefox
ESR-115 (with and without Mohabi) pinned to two isolated
CPU cores whose frequency is fixed at 2.2 GHz with hyper-
threading disabled. SPEC benchmarks run isolated on one
CPU core fixed at 2.2 GHz with hyper-threading disabled.

Benchmark Firefox Mohabi
JetStream 2.2 86.27 £ 0.71 64.86 = 1.10 (24.82%)
Speedometer 3.1  6.81 4+ 0.06 5.14 + 0.03 (24.43%)

Table 2: Comparison of Firefox and Mohabi scores on the
JetStream 2.2 and Speedometer 3.1 benchmarks. Results
characterize the median score across 15 runs of vanilla Fire-
fox and Firefox with Mohabi on each benchmark. For both
benchmarks, a higher score is better.

7.1 Performance of Mohabi

We evaluated Mohabi on the industry-standard browser bench-
mark, Speedometer 3.1 [11]. Speedometer measures end-to-
end browser performance using simulated user interactions
with web applications—modeling real-world web use.

While our focus is on full-browser performance, prior aca-
demic work [26, 106, 107] only sandboxed standalone JS
engines and thus relied on JavaScript and Wasm benchmark
suites like JetStream 2.2 [9]. We also evaluate this to enable a
more direct comparison with prior work.

Finally, we isolate the cost of each element of the sandbox:
memory masks, instruction bundling, forward-edge control-
flow checks, backward-edge control-flow checks, system call
mediation, trampolines and springboards. As a reference
point, we also show the browser performance when disabling
the JIT—to estimate overheads of the hardened no-JIT modes
as used in Edge, Safari, and Chrome.

Results. Mohabi’s Speedometer and JetStream results are
shown in Table 2. We see total overheads of 24.43% and
24.82% respectively. While not negligible, these are extremely
modest compared to partial security wins of disabling the JIT
altogether. Mohabi also imposed no noticeable slowdown in
routine use on sites like YouTube and Reddit.

While a full apples-to-apples comparison with prior work
is impossible as JS engines and benchmark suites differ and
continually evolve, we nevertheless look at the rough trends
(Figure 8). Compared to prior work, Mohabi is not as expen-
sive as previous attempts at a fully sandboxed JavaScript en-
gine, e.g., NaClJIT [26], but more expensive than unsound SFI
mitigations used by production browsers like Ubercage [70].

We show the performance overheads of the individual
components of Mohabi in Figure 5. Broadly, backward-edge
control-flow checks are the dominant source of overhead.
Other costs are smaller, but they still add up. However, as
noted by prior work [26], the costs of the individual compo-
nents do not add up linearly, as each component has an impact
on others when enabled together.

7.2 Performance of MH-LFI

To evaluate MH-LFI, we compare its performance with the
Native Client (NaCl) SFI toolchain [123]. We chose this
for two reasons. First, this was the toolchain used by Na-



Fwd-CFI Bwd-CFI Bundles Store-Masks Syscalls | Mohabi | No-JIT
6% 13% 5% 6% 3% 24% 53%

Figure 5: Mohabi decrease in Speedometer score by SFI
component. We observe that each security check from SFI
adds some overheads, with the largest overheads coming from
backward-edge control-flow protections. For reference, we
also show the overheads of disabling JS JITs.
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Figure 6: SFI overheads on SPEC 2017 benchmarks that
are compatible with NaCl. We observe that MH-LFI 4 GiB
outperforms NaCl (6.6% vs. 22.3%) on the compatible sand-
box configuration.

CIIT [26]—the closest prior work to this paper. Second,
despite newer standards for sandboxing such as WebAssem-
bly [80], prior work has shown that these toolchains incur
significant overheads [87, 104] (in part, because they use a
simple platform-agnostic intermediate representation). NaCl
still remains the fastest x86-64 SFI baseline available today.

To ensure a fair comparison, we run MH-LFI both as used
by Firefox, but also in a configuration that matches NaCl—a
4 GiB sandbox that guards read and write operations. NaCl
does not support larger sandboxes and no longer supports
write-only sandboxes. Since MH-LFI and NaCl are built on
different baseline compiler versions (clang 22 and clang 3.7.0
respectively), we measure overheads normalized with respect
to their own baseline clang versions for fairness and report
these on the subset of SPEC 2017 that NaCl supports.

Beyond this, we report the benefit of Mohabi’s optimiza-
tions (§5.3), the speed of Mohabi’s validator, and overheads of
Mohabi on the full SPEC 2017 benchmark in the Appendix.

Results. Figure 6 shows overheads on SPEC 2017. Com-
paring 4 GiB sandboxes, we see that MH-LFI imposes 6.6%
overhead vs NaCl’s 22.3%. For a large-memory, write-only
sandboxing as we use in Mohabi, we see 5.9% overhead.
The Appendix shows that Mohabi optimizations were able
to speed up Mohabi by 6%—8% (Figure 9) and Mohabi’s
validator outperforms NaCl’s validator (Table 3).

7.3 Security Analysis of Mohabi

Ideally, the security of systems like Mohabi can only be eval-
uated with extended production use. As a basic assessment,
we discuss how Mohabi blocks common JS engine exploit
techniques, give examples of mitigatable JS engine bugs dis-
covered after its implementation, and finally discuss its TCB.

Common JS attack techniques. We discuss how Mohabi
blocks common JS attack techniques used in exploits—both
in-the-wild and in competitions like Pwn2Own.

Code pointer hijacking: Exploits can corrupt control flow
by attacking code-pointers on the forward edge [115] or the
backward edge [48]. MH-LFI’s CFI scheme ensures that jump
and return targets remain within the sandboxed region, and
that they are bundle-aligned, as described in §5.1. MH-LFI is
also not vulnerable to control-flow bending [43]-style attacks,
as it does not rely on a fine-grained CFI to provide guarantees.

Overwriting Executable Memory: Some exploits take advan-
tage of the fact that not all browsers implement Write Xor
Execute for JIT executable memory [41,69]. Mohabi prevents
this by construction with the dual-mapping scheme (§6.2).

JIT spray attacks: Exploits may try to fill code pages with
shellcode/gadgets by either leveraging existing JITted code
or by crafting code that uses floating point constants that
encode gadgets [115, 120]. The MH-LFI validator prevents
such attacks by making sure that JITted code cannot contain
gadgets that bypass SFI guarantees.

Corruption through concurrent threads: Exploits may lever-
age the presence of JS engine threads (in the form of Web
Workers [7]), to use one thread to overwrite code in the JIT
compilation buffer of another thread [77, 78]. MH-LFI pre-
vents this by ensuring that the runtime always checks com-
piled code using the binary validator before it is copied into
an executable page. TOCTOU issues with validation are pre-
vented through the dual mapping scheme (§6.2).

Unsafe syscalls: Exploits may invoke syscalls as part of a priv-
ilege escalation [42,49, 129]. The MH-LFI runtime prevents
this as it intercepts all syscalls from within the sandbox, and
allows only a safe subset of syscalls with checked parameters.

Evaluating new JS bugs. In April 2026 (after Mohabi’s pro-
totype was complete), Firefox shipped their largest batch of
security fixes in monthly updates [65], to fix bugs discovered
through Anthropic’s Mythos LLM including several bugs
in the SpiderMonkey JS engine [81]. We examined a few
of these bugs and saw cases of memory corruption in the
JIT compiler [21], GC [24], inline caches [22], and the JS
runtime [23]. Mohabi would mitigate all these bugs by confin-
ing the memory corruption to within the sandbox’s memory.
Attacks leveraging these bugs would only be possible via
confused-deputy attacks on missing boundary checks (consis-
tent with the threat model of Mohabi).

TCB. The unsandboxed SpiderMonkey engine contains ~
784,000 lines of code (= 50% from the JIT compiler and



Wasm runtime)—all of which are a part of its TCB; further,
any JITted code emitted at runtime is also part of the TCB.
In contrast, Mohabi has a relatively small TCB consisting
of the MH-LFI runtime, MH-LFI validator and data sanitiz-
ers at the sandbox boundary. The MH-LFI runtime is imple-
mented in 6,200 lines of C. The MH-LFI validator relies on
the Fadec [55] x86 decoder which uses a 1,894 line x86-64
instruction encoding lookup table generated at build time and
1,276 lines of C. The validator itself consists of 991 lines of C.
SFI runtimes and validators have been shown to be formally
verifiable by prior work [88,89,99], and could enable further
TCB reduction. Our data sanitization layer only implements a
limited set of boundary checks at this time and does not cover
the full JSAPI interface; it currently consists of 650 lines of
C++ definitions for various wrapper types and 80 lines of C++
to maintain the DOM reflector table.

7.4 Comparison with Ubercage

We contrast Mohabi with Ubercage. Although Ubercage is
only a partial sandbox, it is still the most significant deploy-
ment of SFI techniques for JS engines currently in use.

Ubercage Design. Ubercage takes a fundamentally different
approach to sandboxing vs. Mohabi. Rather than choosing a
sandbox boundary and performing disaggregation all at once,
it is building one incrementally and at a different layer than
Mohabi—between the JS heap (and by extension, the Wasm
heap), and the rest of the JS engine. While this has greatly
simplified its deployment as performance overhead is very
low (= 1% [71]), its security guarantees are weaker.
Ubercage works by requiring JITted code to include SFI-
style masks to restrict memory operations to a 1 TiB sand-
box*, using a code-pointer table to restrict forward-edge con-
trol flow to safe locations, and an external-pointer table to
secure access to sensitive data outside the sandbox. Any AOT-
compiled JS runtime code relies on a type system to prevent
confused deputy attacks, with different types used to access
sandboxed pointers, code-pointer tables, and external-pointer
tables. However, Ubercage being a partial SFI scheme, does
not protect data on the stack (including return addresses), and
does not employ a binary validator, which is critical given the
size of its TCB as discussed below. Ubercage treats the JS
engine’s AOT code (the GC, the JIT compiler, etc.), as well
as JIT-compiled code, as trusted and within its TCB.
Ubercage has proposals to address some of this—a binary
validator [75] (similar to Mohabi’s) that ensures JIT-compiled
code can never violate sandboxing guarantees, and prototypes
for hardware-based isolation schemes (for hardware that sup-
ports it) to eliminate sandbox bypasses [72]. Like Mohabi,
Ubercage must also apply sanitization checks to data origi-
nating from the sandbox; for Ubercage, this is any data from
the JS heap. Importantly, given the size and complexity of

“4In practice, Ubercage uses a nested 4 GiB sandbox within a 1 TiB region
for JavaScript objects, but this does not change its security guarantees.

Ubercage’s chosen boundary, we believe that it is much more
challenging to manually secure in comparison to the boundary
chosen by Mohabi (which can leverage the auto-generated
nature of DOM-JS glue code §4.3).

Ubercage Bypasses. Ubercage’s phased rollout over multiple
years has resulted in over 150 bugs to date [13], originating
from both rigorous testing [34,74] and real-world attacks [92].
While the number of such bugs has trended down as devel-
opment progressed and bug-bounty programs helped identify
missed checks, bugs still arise as a direct consequence of
Ubercage’s current design and choice of complex sandbox
boundary. We highlight some of these bugs’ in Figure 7 ac-
cording to the JS engine component that was targeted, and
contrast this with how such bugs would be mitigated by Mo-
habi. We analyze a few of these in detail below.

Case study 1: Bug 350292240 [93]. This is a vulnerability in
Wasm function signature validation, caused by attackers being
able to corrupt type metadata located in the sandbox. Wasm
type signatures rely on runtime type checks to guarantee cor-
rectness, but these checks operate on sandboxed data, making
them vulnerable to corruption. Unlike Mohabi, Ubercage con-
siders the JIT compiler trusted, meaning that it must validate
data coming from the untrusted JS heap. Ubercage misses
a sanitization check here, allowing an attacker to generate
buggy JIT code that accesses memory outside the sandbox.

Case study 2: Bug 338381304 [109]. This bug displays how
attackers can corrupt the number of expected parameters in a
JS function’s stack frame, resulting in a miscomputation of
stack size, and subsequent improper stack access. The bug is a
result of Ubercage storing a trusted field for parameter count
on the sandboxed heap, and not sanitizing it on use. This field
is referenced when attempting to de-optimize a JIT-compiled
function, to read the number of stack parameters it uses. When
this value is corrupted, the stack frame is shrunk by the wrong
size, and subsequent accesses use unintended values, causing
type confusion. In contrast, Mohabi’s design means that the
entire C++ runtime is untrusted, ensuring that such mistakes
are constrained to within the sandbox.

Case study 3: Bug 462217236 [116]. This bug describes
how attackers can induce a use-after-free in the host as V8’s
GC relies on in-sandbox data to determine liveness of an
object outside the sandbox. Specifically, the trusted JS runtime
creates an object called a dispatch entry as part of the trusted
stack-unwinding support for (asm. js) exceptions. In some
execution paths, the only strong reference to the dispatch entry
is from an object inside the sandbox. If the untrusted JS code
uses in-sandbox memory corruption to remove the reference
to this dispatch entry, the dispatch entry can get cleaned up by
the GC. In this scenario, any subsequent exceptions thrown
by JS code would be handled by the trusted runtime and use

S>Note that we deliberately exclude bugs that emerged due to Ubercage’s
phased rollout over multiple years (i.e., bugs targeting unimplemented parts
of Ubercage), and focus on bugs that arose due to Ubercage’s design.



Ubercage Mohabi
JIT Ubercage places V8’s JIT compilers outside the sandbox, and the JITs are | Mohabi sandboxes SpiderMonkey’s JIT compilers and any code gener-
Compiler | trusted to generate correctly sandboxed code. Multiple bugs were caused | ated/modified by JITs is checked by the binary validator prior to receiving
by the JIT missing masks for stores [92, 94] or missing sanitization | executable page permissions (§6.3).
checks on input coming from the sandbox [93].
JS Ubercage places V8’s IS interpreter and runtime outside the sandbox. | Mohabi sandboxes SpiderMonkey’s C++ runtime, checks it using the binary
Runtime Multiple bugs [95, 109, 131, 132] have been found in these components | validator during sandbox instantiation (§5.4).
due to missing sanitization checks on input coming from the sandbox.
Garbage Ubercage places V8 GC outside the Ubercage sandbox boundary. Multi- | Mohabi places SpiderMonkey’s GC primarily inside the Mohabi sand-
Collector | ple use-after-free (UAF) vulnerabilities [116—118] were caused by the | box. However, a portion of the GC responsible for reclaiming cyclic refer-
(GO) GC relying on untrusted sandbox data to determine liveness, resulting in | ences [31] across the JS engine and DOM is outside the sandbox boundary.
premature memory reclamation. Mohabi utilizes split-allocation types (§4.2) to harden these interactions;
sanitizing all data flow across this boundary is left for future work.
JS-DOM Ubercage’s sandbox boundary is fundamentally internal to the JS engine, | Mohabi’s design places the sandbox boundary outside the JS engine, allowing
Bound- and does not expose a security surface to the DOM, assuming the internal | it to use the auto-generated glue layer between the DOM and JS engine to
ary sandbox boundary does not have bugs. insert sanitization checks as shown in the example with DOM reflectors
(84.3). Mohabi’s hypothesis is that this is a more securable and maintainable
boundary for a JS engine sandbox, given the smaller attack surface.

Figure 7: Comparison of the Ubercage and Mohabi sandbox boundaries. Ubercage’s sandbox contains only the JavaScript
heap-data memory region leaving the V8 JIT compilers, JavaScript runtime, and GC as trusted code outside the sandbox. In
contrast, Mohabi places the entire SpiderMonkey engine in the sandbox. To guarantee security, both Ubercage and Mohabi must
sanitize untrusted data crossing their respective sandbox boundaries. However, Mohabi presents a smaller attack surface, which
we illustrate using examples of past Ubercage sandbox bypasses at the boundary of each component.

the stale dispatch entry pointer from the stack. This UaF can
result in an attacker obtaining control over the stack pointer.

8 Discussion and Future Work

Securing the JS Engine boundary. An important next step
for Mohabi is to build a system that can check that all required
boundary security checks have been added. While Mohabi il-
lustrates how to secure this boundary with case studies such as
the DOM reflector objects (§4.3), building and guaranteeing
full coverage remains an open challenge. This is because the
boundary between the browser and JS engine was not origi-
nally engineered with JS engine isolation in mind—it exposes
low-level interfaces and makes pervasive use of shared data
structures that are implicitly trusted by the browser. While
we believe this next step is tractable (e.g., by automatically
generating sanitizations in the glue layer), redesigning this
boundary to be narrower can greatly simplify this task.

Taking Mohabi beyond x86-64. We focus on x86-64 in
this paper as it dominates Firefox deployments on desktop
devices [4]. However, RISC architectures such as ARM64
and RISC-V have gained usage on other platforms. Prior
work [139] has shown that RISC ISAs lend themselves to
efficient SFI schemes due to the availability of more gen-
eral purpose registers and a fixed-length instruction encoding.
However, as in the case of x86-64, prior SFI tools have mostly
targeted 4 GiB sandboxes for ahead-of-time compiled code.

Optimizing SFI with Hardware Features. Modern CPUs
provide hardware extensions [28, 29, 85, 86] for control-flow
integrity and memory isolation that can be used by SFI
schemes to reduce overheads [44,133]. However, limited hard-
ware availability and inconsistent operating system support

make it impractical to rely entirely on these features alone.
Systems that use JIT compilation, such as JS engines, can—
in principle—partially overcome this by dynamically using
the available hardware support for just-in-time code, while
relying on software enforcement for ahead-of-time code.

9 Related Work

Prior work [26,57,70,106,107] has tried to secure JS engines
with SFI. We analyze these attempts on two aspects: (1) Full
browser support—does the design handle the complexities of
integration with JS engines in production browsers? (2) SFI
completeness—is the SFI scheme sound and does it come
with a binary validator to minimize the TCB? We summarize
our findings in Figure 8 and give more details in Figure 10 in
the Appendix.

Broadly, academic work has made good progress on adapt-
ing sandboxing tools for JS engines; however, these cannot
be applied to production browsers as they do not address the
challenges discussed in § 1. Industry efforts, in contrast, have
optimized overhead by selectively applying some SFI tech-
niques; however, being partial schemes, they are frequently
bypassed. Thus, the challenge of a full sandbox for JS engines
in a production-scale browser has not been tackled yet.

NaClLJIT. NaCUIT [26] first demonstrated sandboxing JS en-
gines by sandboxing the V8 engine. They compiled V8’s
runtime code using the Native Client (NaCl) SFI com-
piler [123, 140] and modified the V8 JavaScript JIT to only
emit code that followed NaCl’s SFI rules, along with an SFI
validator to ensure that no checks were missing. While Na-
CUIT demonstrated the changes needed in SFI compilers
to support sandboxing JIT engines, they found that their ap-
proach had high overheads of 51%—-60% due to (1) the added



scheme (with validator)

checks, bytecode validator,
future binary validator [75])

NaClJIT [26] RockJIT [106] Ubercage [70] JITCage [37] Mohabi
Full browser support No (Shell/JS engine) No (Shell/JS engine) Yes Yes Yes
Completeness of SFI Yes Yes Partial guarantees (ad-hoc No Yes

Performance overhead” | 51% (V8 bench, Sunspider) 14% (Octane2)

1% (JetStream,
Speedometer)

24.82% (JetStream),
24.43% (Speedometer)

Not reported

“Different browsers, versions, benchmarks (Sunspider, JetStream, V8) used. This column is included only so readers can get a rough idea.

Figure 8: Prior efforts to sandbox JavaScript engines. Academic efforts have focused on sandboxing JavaScript engines
in shells/standalone JavaScript engines. Efforts from the industry, in production browsers, have focused on partial security
mitigations. Mohabi, to our knowledge, is the first effort that overcomes all of these downsides.

SFI runtime checks, (2) the longer compilation times of JITs
that enforce SFI, and (3) time needed to run the SFI validator.

RockJIT. RockJIT [106] enforced a different security
invariant—fine-grained control-flow integrity in the V8 JS
engine. However, their approach required ensuring memory
writes from the JS engine did not corrupt the data structures
maintaining valid CFI targets. They also included a binary
validator for this. The resulting system only imposed a 14%
overhead on JavaScript engine performance. However, Rock-
JIT (like NaCIJIT) operated on the pre-2015 (i.e., single JIT),
standalone V8 JS engine rather than in a browser, and thus
did not have to address support for complex tiering or disag-
gregation. It also imposed a 4 GiB memory limit, making it
inapplicable to present-day browsers.

Ubercage. In 2021, Chrome implemented partial SFI-style
restrictions in Chrome’s V8 JavaScript engine in the
Ubercage [70] project. It represents the largest use of these
techniques in a production JS engine today. We contrast Mo-
habi and Ubercage in detail in §7.4. Ubercage continues to
evolve, and includes plans to leverage hardware support [64]
(e.g., Intel MPK) to provide more robust security (as guaran-
teed by Mohabi using SFI) and incorporate a binary validator
to check correctness [75] (similar to Mohabi). However, it is
not clear that this incremental approach to adopting SFI will
ultimately result in sandboxes that cannot be bypassed (§7.4).

JITCage. Safari’s JavaScriptCore (JSC) employs a few SFI-
style restrictions to stop specific attacks that leverage type
confusions [69]. For example, attackers try to forge fake point-
ers to ArrayBuffers in JavaScript as it allows them to access
large regions of memory. JSC combats this by placing some
sensitive objects like ArrayBuffers in dedicated memory re-
gions called Gigacages [57], with guarded memory accesses
to these regions. JSC also relies on hardware features like
SPRR [110, 125] to enforce Write Xor Execute protections,
and Pointer Authentication Codes (PAC) [30] and recently
Memory Tagging [114] for best-effort [36,68] control-flow
and memory-safety protections. However, these mitigations
are partial, not directly attempting to constrain the effects of
vulnerabilities. Attackers have been able to show that Safari’s

protections are all bypassable [90, 130] in multiple real-world
exploit chains. [37,38] offer more details on these mitigations.
Other hardening approaches. Formal verification has been
used to prove the correctness of specific JS JIT optimiza-
tions [40, 127], or used to build (simpler) verified JS JITs [32,
33,79, 103]—however more work is needed to scale these
techniques to production browsers. NoJITSu [107] separates
data types in JS engines into a handful of pools for which
write-permissions can be selectively enabled as needed (lever-
aging Intel MPK for efficiency). Similar to Gigacage, V8
uses the hardened PartitionAlloc [46] to isolate sensitive ob-
jects such as ArrayBuffers [61]. JSC also previously used a
best-effort [67, 136] StructureID randomization to prevent
attackers from being able to forge fake objects in the heap.
JS engines have historically used Write Xor Execute memory
for some code-overwrite protections [50]; however, browsers
have started to remove these for performance [51] and are opt-
ing to instead use hardware features such as SPRR and MPK
where available [59,60, 111]. JS engines may also implement
constant blinding [112] to mitigate JIT spray attacks.

10 Conclusion

Browser vendors today are scrambling to fix the firehose of
bugs found in JavaScript engines including those recently
found by LLMs like Anthropic’s Mythos. What’s clear
from this chaos is that modern JavaScript engines are notori-
ously complex systems that, while fast, are a seemingly inex-
haustible source of memory-safety vulnerabilities. This is not
fundamental though: Mohabi shows that browsers can isolate
JavaScript engines using in-process sandboxing with mod-
est performance overhead to eliminate the large JavaScript
engine security surface that browsers are exposed to today.
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Appendix

We include some additional performance and security evalua-
tions beyond what is in the paper below.

We report the speed of Mohabi’s validator in Table 3, the
benefit of Mohabi’s optimizations and overheads of Mohabi
on the full SPEC 2017 benchmark in Figure 9—the body of
the paper only reports performance on the NaCl supported
subset of benchmarks (§7.2).

Results. Broadly, we see that Mohabi’s validator outperforms
NaCl’s validator. While this is in part due to careful optimiza-
tions we included, we attribute this speedup primarily because
we rely on a modern high-performance x86-64 decoder [55].
We also see that Mohabi optimizations were able to speed up
Mohabi by 6%—8%.

Benchmark MH-LFI4GiB MH-LFI Large NaCl
deepsjeng_r 126.70 100.70 82.77
imagick_r 148.61 119.08 95.08
Ibm_r 118.93 98.32 79.26
leela_r 147.03 122.81 86.07
mef_r 112.05 90.50 72.78
nab_r 123.70 98.93 83.29
namd_r 154.33 127.79 89.38
omnetpp_r 167.81 145.00 101.57
parest_r 161.15 130.44 95.50
povray_r 157.40 133.75 83.07
XZ_T 126.37 106.35 78.10
Average 140.37 115.79 86.08

Table 3: Validator throughput comparison (MiB/s)

Effect of SFI optimizations on SPEC 2017 benchmarks - Intel i9 13900K
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Figure 9: Breakdown of benefits from SFI optimizations. PP
is prefix padding and UB is unaligned branches. Unaligned
branches are primarily a binary size optimization as they have
little-to-no positive effect for runtime performance.

We also provide a more detailed comparison of prior work
and existing industry efforts to secure JS engines using SFI-
style techniques in Figure 10.



NaClJIT [26]

RockJIT [106]

NoJITsu [107]

Ubercage [70]

JITCage (Gigacage + PAC +
SPRR) [37]

Mohabi

pages

Isolates pre-2015 V8 JS engine | pre-2015 V8 JS engine SpiderMonkey V8IS engine JSC JS engine SpiderMonkey JS engine
JIT-compiled code

Runs in full browser N (Shell/JS engine) N (Shell/JS engine) N (Shell/JS engine) Y Y

Hardware Independent Y Y N Partial (CFI relies on N (Unnecessary)f' Y

(MPK, PAC, etc.) CET/PAC)“

Mem Guards in JS RT Y Y Y Partial (for JS/Wasm objects N (for sensitive objects) Y

(C++) only)

Mem Guards in JS JIT- Y Y Partial (non-primitive Y N (for sensitive objects) Y

compiled code JS objects only)

Tainted data checks N N N Partial (in progress) N Partial (Future work)

SFI binary validator Y Y N N (Future work [75]) N Y

Prevents heap OOB writes Y (NaCl) Partial (MPK for JS Partial (for JS/Wasm objects N (for sensitive objects) Y (MH-LFI)

(throughout engine) engine)‘ only)

Prevents heap OOB reads Y (NaCl) N/ Partial (MPK for JS Partial (for JS/Wasm objects N (for sensitive objects) N (Unnecessary)

(throughout engine) engine) only)

Forward-edge control-flow Y (NaCl) Y (Fine-grained CFI) N Partial - code pointer tables, Partial (Bypassable PAC) Y (MH-LFI)

protections hardware features (IBT/PAC)

Backward-edge control- Y (NaCl) Y (Bypassable N Partial - hardware features Y (Bypassable PAC) Y (MH-LFI)

flow protections CFI [43]) (Shadow Stack/PAC)

Memory limit 4GiB 4GiB None 1024 GiB 60 GiB-64 GiB 256 GiB (Any chosen limit)

Unusable Virtual Memory 80GiB 4GiB None 32GiB 0GiB-4 GiB 4GiB

due to Guard Pages

Safely handles W & X Y Y N (Unnecessary) Y (mseal [138]) Y (SPRR [110]) Y

JS benchmark overhead*

51% (V8 bench,
Sunspider)

14% (Octane2)

5% (Longspider)

1% (JetStream, Speedometer)

Not reported

24.82% (JetStream), 24.43%
(Speedometer)

“Ubercage relies on a few hardware features such as PAC and CET for completeness of their SFI scheme.

bJITCage is designed solely for Apple machines running ARM64, so it is not expected to be backwards compatible
“Protections exist only within the JS engine.
4Pre-2015 V8 did not have site isolation and had in-process secrets.
“Different browsers, versions, benchmarks (Sunspider, JetStream, V8) used. This column is included only so readers can get a rough idea.

Figure 10: Prior efforts to sandbox JavaScript engines. Academic efforts have focused on sandboxing JavaScript engines
in shells/standalone JavaScript engines. Efforts from the industry, in production browsers, have focused on partial security
mitigations. Mohabi, to our knowledge, is the first effort that overcomes all of these downsides. For the industry efforts, we note
that this represents the state of defenses at the time of the paper, and these may continue to evolve.
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